
Page 1 of 15 
 

This policy is intended to enhance teaching, learning, personal development and well-being. All staff and other adults working with pupils in school have a 
responsibility to implement this policy with regard to the Health & Safety, Safeguarding and Equality Policies. This document is the property of Yarborough 

Academy and if printed becomes uncontrolled.  

Yarborough Academy, Yarrow Road, Grimsby, North East Lincolnshire, DN34 4JU - URN: 138542. www.yarboroughacademy.co.uk 

 

Online Safety Policy 
 

Title: Online Safety Policy 

Document Reference: S-15 

Issue Date: January 2024 

Next Review Date: January 2025 

Issue: 02 

 

DOCUMENT AUTHORITY 

Prepared by: Laura Howard Online Safety Lead Teacher 

Approved by: Carol Bantock 

 

Chair of Governors 

30.01.2024 

 

DOCUMENT HISTORY 

Issue No Reason for Change Page(s)  affected Date 

2 Addition of Key Responsibilities of the DSL as required from 
KCSIE 

 Jan 24 

2 Addition of weekly reports in Mobile Technology management as 
this is a new report that we subscribe to 

 Jan 24 

2 Removal of Twitter as this platform is no longer used  Jan 24 

 

Contents 

1. Aims 

2. Teaching and Learning 

3. Google Classroom 

4. Curriculum Objectives 

5. Statutory Relationships and Sex Education (RSE) 

6. GDPR, Data Protection, Security and Safeguarding 

7. Key Responsibilities of the DSL 

8. Key Responsibilities of the Online Safety Lead 

9. Key Responsibilities of Staff and Volunteers 

10. Key Responsibilities of Parents/Carers 

11. Electronic Communication 

12. Social Networking and Publishing 

13. Children’s Use of the Internet 

14. Mobile Technology Management 

15. Policy Decisions 

16. Complaints 

17. Cyberbullying 

18. Responding to Online Incidents and Safeguarding Concerns 

19. Storage 

http://www.yarboroughacademy.co.uk/


Page 2 of 15 
 

This policy is intended to enhance teaching, learning, personal development and well-being. All staff and other adults working with pupils in school have a 
responsibility to implement this policy with regard to the Health & Safety, Safeguarding and Equality Policies. This document is the property of Yarborough 

Academy and if printed becomes uncontrolled.  

Yarborough Academy, Yarrow Road, Grimsby, North East Lincolnshire, DN34 4JU - URN: 138542. www.yarboroughacademy.co.uk 

 

20. Online Communication and Safer Use of Technology 

21. Staff Personal Use of social media 

22. Pupil Use of social media 

23. Staff Use of Personal Devices and Mobile Phones 

24. Pupil Use of Personal Devices and Mobile Phones 

25. Visitors use of personal devices and mobile phones 

26. Implementation 

27. Parents/Carers 

28. Legislation and Guidance 

29. Related Policies 

Appendices 

Be Smart Online 

Acceptable User agreement for EYFS + KS1 

Acceptable User agreement for KS2 

Acceptable User agreement for staff 

 
Aims 
At Yarborough Academy we believe that ICT/Computing is at the heart of the curriculum.  We want to equip our 
children to participate in a rapidly changing world where work and leisure activities are increasingly transformed by 
technology. We recognise the Online Safety issues and plan accordingly to ensure appropriate, effective and safe use 
of electronic communications.  
 
The school aims to provide the right balance between controlling access to the Internet and technology, setting rules 
and boundaries and educating students and staff about responsible use. The school understands that children and staff 
cannot be completely prevented from being exposed to risks both on and offline. Children are empowered and 
educated so that they are equipped with the skills to make safe and responsible decisions as well as to feel able to 
report any concerns. All members of staff are aware of the importance of good Online Safety practice in the classroom 
in order to educate and protect the children in their care. Members of staff are expected to manage their own 
professional reputation online and demonstrate appropriate online behaviours compatible with their role. It is crucial 
that all staff are aware of the offline consequences that online actions can have.  
 
The breadth of issues related to online safety are ever evolving but as outlined in the statutory guidance KCSIE 2022 
can be categorised into four areas of risk- content, contact, conduct and commerce. These four categories will form 
the basis of this policy.  
*Content – being exposed to illegal, inappropriate or harmful content, such as pornography, fake news, racism, 
misogyny, self-harm, suicide, antisemitism, radicalisation and extremism 
 *Contact – being subjected to harmful online interaction with other users, such as peer-to-peer pressure, commercial 
advertising and adults posing as children or young adults with the intention to groom or exploit them for sexual, 
criminal, financial or other purposes 
 *Conduct – personal online behaviour that increases the likelihood of, or causes, harm, such as making, sending and 
receiving explicit images (e.g. consensual and non-consensual sharing of nudes and semi-nudes and/or pornography), 
sharing other explicit images and online bullying; and  
 *Commerce – risks such as online gambling, inappropriate advertising, phishing and/or financial scams. 
 

 The school has appointed an Online Safety Lead (Miss L. Howard) who liaises closely with the Safeguarding Lead 
(Mrs E. Cox) and Deputy Safeguarding Lead (Miss N. Waters) 

 The Online Safety Policy and its implementation will be reviewed annually. 

 Our Online Safety Policy has been written by the school, building on government guidance. 

 Our School Policy has been agreed by the Senior Leadership Team and approved by governors. 

 The Governing Body will discuss Online Safety issues as part of the Safeguarding Agenda items. 
 
Teaching and learning 

 Internet use is part of the statutory curriculum and is a necessary tool for learning. 

 The Internet is a part of everyday life for education, business and social interaction. 
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 The school has a duty to provide pupils with quality Internet access as part of their learning experience. 

 Pupils use the Internet widely outside school so we teach them how to evaluate what they see online, how to 
recognise techniques used for persuasion, understand what acceptable and unacceptable online behaviour looks 
like, identify online risks, to take care of their own safety and security and how to seek support and when. 

 The purpose of Internet use in school is to raise educational standards, to promote pupil achievement, to support 
the professional work of staff and to enhance the school’s management functions. 

 The school’s Internet access will be designed to enhance and extend education. 

 Teach pupils about the underpinning knowledge and behaviours that can help pupils to navigate the online world 
safety and confidently regardless of the device, platform or app. 

 Pupils will be given clear objectives for keeping themselves safe online including cybercrime. Due regard will be 
given to children with Special Education Needs. 

 The school will ensure that the copying and subsequent use of Internet-derived materials by staff and pupils 
complies with copyright law. 

 Access levels to the Internet will be reviewed to reflect the curriculum requirements and the age and ability of 
pupils. 

 Staff should guide pupils to online activities that will support the learning outcomes planned for the pupils’ age and 
ability. 

 Pupils will be educated in the effective use of the Internet in research, how to locate, retrieve and evaluate 
knowledge safely. 

 Pupils will be taught to acknowledge the source of information used and to respect copyright when using Internet 
material in their own work. 

 Pupils will be taught to be critically aware of the materials they read and shown how to validate information 
before accepting its accuracy. 

 Pupils will use age-appropriate tools to research Internet content. 

 The evaluation of online materials is a part of teaching and learning in every subject and will be viewed as a whole-
school requirement across the curriculum. 

 
Google Classroom 

 Home learning is delivered using Google Classroom. 

 Each child has their own school Google email account which is only to be used to access Google Classroom- the 
ability to send emails will be removed.  

 Additional Google Suite apps will be monitored carefully and access will be managed by the Online Safety Lead.  

 Children can access work and messages from their teacher on Google Classroom. 

 Children can upload their work and communicate with their teacher on Google Classroom. 
 

Curriculum Objectives 

 The curriculum includes clear learning objectives that are taught and assessed in order to give children the ability 
to connect with others safely and respectfully, understanding the need to act within the law and with moral and 
ethical integrity. 

 Key Stage One breadth of study: Communicate safely and respectfully online, keeping personal information private 
and recognise common uses of information technology beyond school. 

 Key Stage Two breadth of study: Describe how internet search engines find and store data; use search engines 
effectively; be discerning in evaluating digital content; respect individuals and intellectual property; use technology 
responsibly, securely and safely. 

 Milestone One (Year 1 and 2) – To connect: Participate in class social media accounts; Understand online risks and 
the age rules for sites. 

 Milestone Two (Year 3 and 4) – To connect: Contribute to blogs that are moderated by teachers; Give examples of 
the risks posed by online communications; Understand the term ‘copyright’; Understand that comments made 
online that are hurtful or offensive are the same as bullying; Understand how online services work. 

 Milestone Three (Year 5 and 6) – To connect: Collaborate with others online on sites approved and moderated by 
teachers; Give examples of the risks of online communities and demonstrate knowledge of how to minimise risk 
and report problems; Understand and demonstrate knowledge that it is illegal to download copyrighted material, 
including music or games, without express written permission, from the copyright holder; Understand the effect of 
online comments and show responsibility and sensitivity when online; Understand how simple networks are set up 
and used. 
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 PSHE topics through a subscription with Kapow – Year 2: Introduction to the internet; Communicating online. Year 

3: Be kind online; Cyberbullying; Fake emails. Year 4: Internet safety: Age restrictions; Consuming Information 

online. Year 5: Online friendships; Staying safe online. Year 6: Critical digital consumers; Social media. 

 National Online Safety topics taught in every year group from Year 1-6: Self image and identity; Online 

relationships; Online reputation; Online bullying; Managing online information; Health, wellbeing and lifestyle; 

Privacy and security; Copyright and ownership. 

Statutory Relationships and Sex Education (RSE) 
As outlined within the ‘Keeping Children Safe in Education’ 2022 statutory guidance, children will also be taught about 
Online Safety through RSE sessions.  
 
Relationships and Sex Education guidance sets out clear online safety expectations. At Yarborough Academy the online 
safety content that will be taught through RSE sessions will include the following aspects. This is not an extensive list 
and more of the RSE curriculum will link closely to online safety.   
 
Respectful Relationships- 

 About different types of bullying (including cyberbullying), the impact of bullying, responsibilities of bystanders 
(primarily reporting bullying to an adult) and how to get help. 

Online Relationships- 

 That people sometimes behave differently online, including by pretending to be someone they are not. 

 That the same principles apply to online relationships as to face-to face relationships, including the importance 
of respect for others online including when we are anonymous. 

 The rules and principles for keeping safe online, how to recognise risks, harmful content and contact, and how 
to report them. 

 How to critically consider their online friendships and sources of information including awareness of the risks 
associated with people they have never met.  

 How information and data is shared and used online. 
Being Safe- 

 What sorts of boundaries are appropriate in friendships with peers and others (including in a digital context). 

 How to respond safely and appropriately to adults they may encounter (in all contexts, including online) whom 
they do not know. 

Mental Wellbeing-  

 That bullying (including cyberbullying) has a negative and often lasting impact on mental wellbeing. 

 Where and how to seek support (including recognising the triggers for seeking support), including whom in 
school they should speak to if they are worried about their own or someone else’s mental wellbeing or ability 
to control their emotions (including issues arising online). 

Internet Safety and Harms- 

 That for most people the internet is an integral part of life and has many benefits. 

 About the benefits of rationing time spent online, the risks of excessive time spent on electronic devices and 
the impact of positive and negative content online on their own and others’ mental and physical wellbeing. 

 How to consider the effect of their online actions on others and know how to recognise and display respectful 
behaviour online and the importance of keeping personal information private. 

 Why social media, some computer games and online gaming, for example, are age restricted. 

 That the internet can also be a negative place where online abuse, trolling, bullying and harassment can take 
place, which can have a negative impact on mental health. 

 How to be a discerning consumer of information online including understanding that information, including 
that from search engines, is ranked, selected and targeted. 

 Where and how to report concerns and get support with issues online.  
 

GDPR, Data Protection, Security and Safeguarding 
The Schools broadband is protected by a firewall and filtering via TSS (Technology Support Solutions Ltd.)  

 The security of the school information systems and users will be reviewed regularly. 

 Virus protection will be updated regularly. 
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 Confidential information / personal data sent over the Internet or accessed off site will be password protected 
(through Google email accounts and Google Drive) or via MOVE IT if necessary.  

 Remote access to the school server will be via a safe system (VPN). 

 The use of user logins and passwords to access the school network will be enforced. 

 Personal data will be recorded, processed, transferred and made available according to the Data Protection Act 
1998. 

 Data is protected with secure username and password. 

 Websites are strategically allowed or blocked using Smoothwall. 

 If staff or pupils discover unsuitable sites, the URL will be blocked by TSS Services.  

 The School filtering system will block all sites on the Internet Watch Foundation (IWF) list via Smoothwall. 

 Any Online Safety issues are reported directly to the Online Safety Lead and Safeguarding Lead as per the 
Safeguarding Policy. 

 Teachers work closely with the designated Online Safety and Safeguarding lead to ensure all safeguarding incidents 
online are dealt with following the schools safeguarding procedures. 

 Images and names of staff will appear on the school website.  Staff have the right to have any image or their name 
removed from the school website. Personal information regarding staff members will not be shared. 

 Images of staff will be removed from the school website once the member of staff has left the school. Any digital 
media of the member of staff will also be removed from the website cache.  

 Parents have the right to request the removal of images of their child from the school website and ask where 
images of their child, for the purpose of the website, is held. 
 

Key Responsibilities of the DSL 

 To lead on the filtering and monitoring system with the use of IT with the close support of the online safety lead 
and ICT manager (TSS). 

 Keep up-to-date with current research, legislation and trends regarding online safety. 

 
Key Responsibilities of the Online Safety Lead 

 Work alongside the Designated Safeguarding Lead to ensure any online safeguarding incidents are investigated 
following the schools safeguarding procedures. 

 To provide resources for regular (at least annual) training/ updates to all staff on Online Safety (National Online 
Safety).  

 To ensure new staff have access to online safety training at induction.  

 To ensure Governors receive online safety training. 

 Work closely with the Designated Data Protection Officer to ensure all online apps/services are GDPR compliant. 

 Act as a named point of contact on all online safeguarding issues and liaising with other members of staff and 
other agencies as appropriate but liaising with the Designated Safeguarding Lead at all times.  

 Keep up-to-date with current research, legislation and trends regarding online safety. 

 Coordinate participation in local and national events to promote positive online behaviour. 

 Ensure that online safety is promoted to parents and carers and the wider community. 

 Work with stakeholders to ensure that data protection and security meets current legislation. 

 Monitor the school online safety incidents to identify gaps and use the education response to reflect need. 

 To report to the school leadership team any concerns about online safety. 

 Lead an online safety team with Digital Leaders (year 5 and 6) to further promote good online safety practice. 

 
Key Responsibilities of Staff and Volunteers 

 Contribute to the development of online safety policies. 

 Take responsibility for the security of school systems and data. 

 Have an awareness of a range of different online safety issues and how they may relate to the children in their 
care. 

 Model good practice when using new and emerging technologies 

 Embed online safety in curriculum delivery wherever possible. 

 Identify individuals of concern and take appropriate action by following school safeguarding policies and 
procedures. 

 Know when and how to escalate online safety issues. 
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 Be able to signpost to appropriate available support. 

 Maintain a professional level of conduct in their personal use of technology both on and off school site. 

 Read and accept the Acceptable User Policies (AUPs) (See Appendix) 

 Undertake regular (at least annual) training/ updates on Online Safety.  
 

Key Responsibilities of Parents/Carers  

 Notify the headteacher of any concerns or queries regarding this policy. 

 Ensure their child had read, understood and agreed to the terms on acceptable use of the schools ICT systems and 
internet (See Appendix) 

 Work in partnership with the academy to ensure children are using the internet and online devices safely and 
responsibly.  

 
Electronic Communication 

 Pupils have monitored access to approved communication systems, which are rigorously monitored and used, only 
for school purposes. 

 Pupils must immediately tell their teacher if they receive offensive messages. 

 Pupils must not reveal personal details of themselves or others in online communication, or arrange to meet 
anyone without specific permission from an adult. 

 Staff will only use ParentMail, Tapestry and Google Classroom accounts to communicate with pupils and 
parents/carers, as approved by the Senior Leadership Team.  

 Teacher google email accounts that were set up as a form of communication during COVID school closures and to 
aid remote learning will no longer be used as a form of communication with parents.  

 Text messages and emails will be sent using the appropriate system (ParentMail) and always in a professional 
context.  

 
Social Networking and Publishing 

 The school website will comply with the school’s guidelines for publications including respect for intellectual 
property rights, privacy policies and copyright. 

 Images will only be published where parental consent has been given. 

 Pupils’ full names will not be used when publishing unless explicit permission from parents has been granted, 
particularly in association with photographs. 

 Images or videos that include pupils will be selected carefully. For example, only images of pupils in suitable dress 
will be used in order to reduce the risk of inappropriate use. 

 Images of learning are shared via the school website.  
 
Children’s Use of the Internet  

 The school will control access to social media and social networking sites. 

 Pupils will be advised never to give out personal details of any kind, which may identify them and/or their location. 

 Google Classroom is password protected and moderated by members of staff.  

 Videoconferencing will always be prearranged with the organisation involved and always supervised by a teacher.  
 
Mobile Technology Management 

 Mobile devices will be used for educational benefit.  

 Guided access (locking children into an app) will be used on iPads when appropriate. 

 The Computing Lead/ and ICT manager (TSS) have full control of downloading apps through secure passwords to 
stop children accessing inappropriate apps.   

 All iPads are enrolled into lightspeed (mdm) and can be monitored at any time.  

 Teachers will monitor content of children’s iPads to ensure appropriate educational use at all times. 

 Weekly reports from TSS will be reviewed and monitored by the DSL and online safety lead to pick up on any 
inappropriate internet searches/ usage from both staff and pupils.  

 
Policy Decisions 

 All staff will read and sign the School Acceptable Use Policy before using any school ICT / Computing resources. 

 Staff will promote the Online Safety rules for pupils. 

http://www.yarboroughacademy.co.uk/


Page 7 of 15 
 

This policy is intended to enhance teaching, learning, personal development and well-being. All staff and other adults working with pupils in school have a 
responsibility to implement this policy with regard to the Health & Safety, Safeguarding and Equality Policies. This document is the property of Yarborough 

Academy and if printed becomes uncontrolled.  

Yarborough Academy, Yarrow Road, Grimsby, North East Lincolnshire, DN34 4JU - URN: 138542. www.yarboroughacademy.co.uk 

 

 Parents will be asked to read the Online Safety rules for pupil access and discuss it with their child, where 
appropriate. 

 Parents will be informed that pupils will be provided with supervised Internet access appropriate to their age and 
ability. 

 When considering access for vulnerable members of the school community (such as with children with special 
education needs) the school will make decisions based on the specific needs and understanding of the pupil(s). 

 The school will take all reasonable precautions to ensure that users access only appropriate material. However, 
due to the global and connected nature of Internet content, it is not possible to guarantee that access to 
unsuitable material will never occur via a school device. The school cannot accept liability for the material 
accessed, or any consequences resulting from Internet use. 

 The use of computer systems without permission or for inappropriate purposes could constitute a criminal offence 
under the Computer Misuse Act 1990. 

 Staff personal use of social networking, social media and personal publishing sites is discussed and safe and 
professional behaviour will be outlined in the Staff Code of Conduct. 

 Methods to identify, assess and minimise risks will be reviewed regularly. 

 Everyone in school is regularly made aware of Online Safety issues.  

 Emerging technologies will be examined for educational benefit and the Online Safety Leader will ensure that 
appropriate risk assessments are carried out before use in the school. 

 The school will audit technology use to establish if the online safety policy is adequate and the implementation of 
the policy is appropriate. 

 
Complaints 

 Complaints about Internet misuse will be dealt with under the School’s complaints procedure. 

 Any complaint about staff misuse will be referred to the Headteacher. 

 The whistleblowing policy will be used. 
 
Cyberbullying 

 Cyberbullying (along with all other forms of bullying) of any member of the school community will not be 
tolerated. Full details are set out in the school’s policy on anti-bullying and behaviour. 

 Pupils are fully aware of different forms of bullying, including cyber-bullying and prejudice-based bullying, and 
actively try to prevent it from occurring. Bullying in all its forms is rare and dealt with highly effectively. 

 Pupils are taught to report anything that makes them feel uncomfortable in any way. 

 Electronic communication must always be polite. There will be no swearing, racism, sexism, aggressive or unkind 
comments made. 
 

Responding to Online Incidents and Safeguarding Concerns 

  All members of the community will be made aware of the range of online risks that are likely to be encountered 
including sexting, online/cyber bullying etc. This will be highlighted within staff training and educational 
approaches for pupils. 

 All members of the school/setting community will be informed about the procedure for reporting online safety 
concerns, such as breaches of filtering, sexting, cyberbullying, illegal content etc. 

 The Designated Safeguarding Lead (DSL) will be informed of any online safety incidents involving child protection 
concerns, which will then be recorded. 

 The DSL will ensure that online safety concerns are escalated and reported to relevant agencies. 

 If there is a possibility that an offence has occurred then any equipment used should be isolated and left unused 
to preserve any evidence on the device. 

 Complaints about Internet misuse will be dealt with under the School’s complaints procedure. 

 Complaints about online/cyber bullying will be dealt with under the School’s anti-bullying policy and procedure. 

 Any complaint about staff misuse will be referred to the head teacher. 

 Any allegations against a member of staff’s online conduct will be discussed with the LADO (Local 
Authority Designated Officer). 

 Pupils, parents and staff will be informed of the schools complaints procedure. 

 Staff will be informed of the complaints and whistleblowing procedure. 

 All members of the school community will need to be aware of the importance of confidentiality and the need to 
follow the official school procedures for reporting concerns. 
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 All members of the school community will be reminded about safe and appropriate behaviour online and the 
importance of not posting any content, comments, images or videos online which cause harm, distress or offence 
to any other members of the school community. 

 The school will manage online safety incidents in accordance with the school behaviour policy where appropriate. 

 The school will inform parents/carers of any incidents of concern as and when required. 

 After any investigations are completed, the school will debrief, identify lessons learnt and implement any changes 
as required. 

 Where there is cause for concern or fear that illegal activity has taken or is taking place, then the school will 
contact Humberside Police. 

 The use of computer systems without permission or for inappropriate purposes could constitute a criminal 
offence under the Computer Misuse Act 1990 and breaches will be reported to Humberside Police. 

 If the school is unsure how to proceed with any incidents of concern, then the incident will be escalated to the 
Education Safeguarding Team. 

 Parents and children will need to work in partnership with the school to resolve issues. 
 
Storage 

 Images of children that are to be stored will be done so on the school’s secure server. 

 Children’s work will be stored on Google drive which is password protected, encrypted and can be accessed by 
pupils and staff only. 

 The use of USB sticks to transfer sensitive or personal information with regards to children is forbidden.  

 Any external storage devices used in school must have been purchased by school and encrypted. 
 
Online Communication and Safer Use of Technology 

 The school will ensure that information posted on the school website meets the requirements identified by the 
Department for Education (DfE). 

 The contact details on the website will be the school address, email and telephone number. Staff personal 
information will not be published. 

 The head teacher will take overall editorial responsibility for online content published and ensure that the 
information is accurate and appropriate. 

 Pupils work will be published with the permission of their parents/carers. 

 The administrator account for the school website will be safeguarded with an appropriately strong password. 

 The school will post information about safeguarding, including online safety, on the school website. 

 The school will ensure that all images and videos shared on the school website meets the school image use policy 
and permission from parents/carers is obtained. 

 
Staff personal use of social media 

 The safe and responsible use of social networking, social media and personal sites is discussed with all members 
of staff as part of their induction and regular staff training opportunities. 

 Safe and professional behaviour will be outlined for all members of the school community in the school 
Acceptable Use Policy and Staff code of conduct. 

 Staff are advised not to communicate with or add to their network, any past or current pupils and family members 
via any social media channel. Any pre-existing relationships or exceptions may compromise this and should be 
discussed with the head teacher. 

 Any communication from a parent, pupil or pupils’ family member must be reported to the Online Safety Lead. 

 The Online Safety Lead will assess any communication from a parent, pupil or pupils family member and escalate 
if required to the head teacher. 

 All members of staff are strongly advised to safeguard themselves on all social media sites by making their 
accounts private. This also includes being aware of location sharing services, privacy levels, opting out of public 
listings and keeping personal information private. 

 Members of staff are not encouraged to identify themselves as employees of Yarborough Academy through social 
media. 
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Pupil Use of social media  

 Safe and responsible use of social media will be outlined for children and parents as part of the Acceptable Use 
Policy. 

 All social media sites are blocked by default and will only be available to children after a thorough risk assessment 
carried out by class teachers. The Online Safety Leader will assess the educational benefits and monitoring 
facilities before opening any social media website/app up. 

 Personal publishing on social media will be taught to pupils as part of a progressive education approach via age 
appropriate sites, which have been risk assessed and approved for education purposes. 

 Pupils will be advised not to meet any online friends without a parent/carer. 

 Pupils will be advised on appropriate security on social media sites. 

 Pupils will be advised to consider the risks of talking to unknown people. 

 Pupils will be advised to speak to their class teacher if they feel unsafe online. 

 Parents are regularly updated with the latest news in social media sites. 

 Any concerns regarding pupils’ use of social networking at home will be dealt with in accordance with existing 
school policies including anti-bullying and safeguarding. 

 
Staff Use of Personal Devices and Mobile Phones 

 Members of staff are not to use personal laptops or PCs in school. 

 The school employ a firewall and levels of access so that should personal devices be brought into school, they are 
unable to access school data. 

 Any electronic devices of all kinds that are brought in on site are the responsibility of the user and the school 
accepts no responsibility for the loss, theft or damage of such items. 

 Mobile phones should be switched off or on silent and out of sight during lesson times except under exceptional 
circumstances, which have been discussed with the Leadership Team. 

 Staff must ensure they use their mobile phone in a way that does not bring the school or profession into 
disrepute. 

 Bluetooth or other forms of communication should be hidden or switched off. 

 The sending of abusive or inappropriate messages or content via mobile phones is forbidden by any member of 
the community and any breaches will be dealt with through the discipline policy. 

 Members of staff will be issued with a work email address and encouraged to use the school telephone to make 
calls. If personal phones are used, the number must be withheld.  

 Staff should only take photographs of children on personal devices where access to wireless networks is 
unavailable and photographs are to be used for school purposes. Permission for this must be sought beforehand 
from the Headteacher. Once used, these photographs must be removed from personal devices immediately. 

 Staff using personal devices to access school email should implement 2-step verification by downloading and using 
the Gmail app.  

 Staff should not use school apple Id’s and icloud facilities on their mobile devices to avoid photo-sharing 
capabilities.  

 Guest Wi-Fi logins will be provided to staff who require Internet access on their personal devices. This is for 
emergency communication purposes. Codes will be given that expire after a set amount of time. If a member of 
staff leaves the academy, the ICT manager (TSS) can remove personal devices from the Wi-Fi. 
 

Pupils use of personal devices and mobile phones 

 Pupils will be educated regarding the safe and appropriate use of personal devices. 

 We ask that pupils do not bring their own devices or mobile phones into school. The only exception being, if older 
children walk to school by themselves and have a phone for safety reasons. 

 Any personal device brought into school should be switched off and handed to the office until the end of the 
school day. The office will keep a log and monitor the return of personal devices to its owner. 

 If a pupil needs to contact his/her parents/carers they will be allowed to use a school phone, phoned and 
monitored by a member of staff. 

 Any personal devices taken on out of school trips should be handed to a member of staff. 

 Parents will be informed should a child bring a personal device to school and not hand it in to the office. 

 Any personal devices found in school that have not been handed into the office will be removed and taken 
immediately to the school office. Parents will be informed and the device may be collected at the end of the 
school day.  
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Visitors use of personal devices and mobile phones 

 Visitors, parents/carers to the school must use mobile phones and personal devices in accordance with the school 
acceptable use policy. 

 Use of mobile phones or personal devices by visitors and parents/carers is not allowed around the children. 

 Visitors cannot use personal devices to photograph or video children. 

 Visitors and parents/carers will be unable to access the school network. 

 Guest Wi-Fi logins will be provided to visitors to the school who require Internet access on their personal devices. 
Codes will be given that expire after 24 hours.  
 

Implementation 
The school uses Online Safety programmes which include:  

 National Online Safety: https://nationalonlinesafety.com/ 

 Kidsmart: www.kidsmart.org.uk  

 Think U Know: www.thinkuknow.co.uk   

 CEOP: www.ceop.police.uk  

 All pupils, parents and staff are regularly reminded of Online Safety and themed weeks occur every term where 
Online Safety is further promoted. 

 Staff are regularly trained in Online Safety. 

 Digital leaders (trained pupils), disseminate Online Safety messages across all classrooms. 

 Staff, visitors and pupils all have acceptable use agreements which are signed. 
 
 Parents/Carers 

 Parents’ attention will be drawn to the school Online Safety Policy in a specific letter and meetings for parents. 

 Parents are informed via letter if their children are accessing social networking sites. 

 Regular coffee mornings will be held with information for parents about keeping their child safe online. 

 The school website will include useful information for parents and children along with this policy. 

 Parent Mail will be used to share regular information for parents about keeping their children safe online.  
 
The school may exercise its right to monitor the use of the school’s information systems and Internet access, to 
intercept e-mail and to delete inappropriate materials where it believes unauthorised use of the school’s information 
system may be taking place, or the system may be being used for criminal purposes or for storing unauthorised or 
unlawful text, imagery or sound. 
 
Legislation and Guidance 
Keeping Children Safe in Education (KCSiE) – Sept 2022 and update 2023 
Relationships Education, Relationships and Sex Education (RSE) and Health Education – Sept 2021 
Teaching Online Safety in Schools – June 2019 
‘Education for a Connected World’ Framework – June 2020 
Sharing nudes and semi-nudes: advice for education settings working with children and young people – Dec 2020 
Harmful online challenges and online hoaxes – Feb 2021 
Education Inspection Handbook – July 2022 
Inspecting Safeguarding in Early Years, Education and Skills Settings – Sept 2022 
National Online Safety (School subscription) 
 
Related Policies 
Child protection and Safeguarding 
Behaviour and Relationships 
Relationship and Sex Education 
Anti-Bullying 
Code of Conduct 
Data Protection 
Whistleblowing 
Allegations 
Curriculum 
 

http://www.yarboroughacademy.co.uk/
https://nationalonlinesafety.com/
http://www.kidsmart.org.uk/
http://www.thinkuknow.co.uk/
http://www.ceop.police.uk/
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APPENDIX  
 
EYFS and Key Stage 1 Pupils and Special Grown- Ups Acceptable Use Agreement 

 
ACCEPTABLE USE OF THE SCHOOL’S ICT SYSTEMS, REMOTE EDUCATION AND INTERNET AGREEMENT FOR PUPILS AND 
SPECIAL GROWN-UPS 
 
Name of pupil:………………………………………………………………………………… 
 
When I use the school’s ICT systems (like iPads) and get onto the internet in school I will: 

● Ask a teacher or adult if I can do so before using them 

● Only use websites that a teacher or adult has told me or allowed me to use  

● Tell my teacher immediately if: 

o I click on a website by mistake 

o I receive messages from people I don’t know 

o I find anything that may upset or harm me or my friends 

● Use school iPads for school work only 

● I will be kind to others and not upset or be rude to them 

● Look after the school ICT equipment and tell a teacher straight away if something is broken or not working properly 

● Only use the username and password I have been given 

● Try my hardest to remember my username and password 

● Never share my password with anyone, including my friends. 

● Never give my personal information (my name, address or telephone numbers) to anyone without the permission 
of my teacher or parent/carer 

● Save my work as directed to do so by my teacher 

● Check with my teacher before I print anything 

● Log off or shut down apps when I have finished using them 

 
I agree that the school will monitor my use of ICT systems, email, Google Suite and internet and that there will be 
consequences if I don’t follow the rules.  
 

Dear Special Grown-Ups 
 
The use of IT including the internet, e-mail, mobile, social networking, remote and online learning etc. has become a crucial part of 
learning and we want all pupils to be safe and responsible while using these valuable resources. We may also use remote learning tools 
(Google Classroom and Zoom) to continue educating children at home. When live learning sessions take place, they will be recorded as 
outlined in the schools remote learning policy.  
 
Please sign to agree with the following statements: 
 
*We have discussed this acceptable user agreement and ……………………………………..........(child’s name) agrees to follow the Online Safety 
rules and to support the safe use of IT at Yarborough Academy. 
*As a parent, I am aware of the benefits as well as risks of online learning and will help my child to stay safe and follow the rules. 
*We (parent/guardian and child) also give consent for live sessions to be recorded and stored as outlined in the school remote education 
policy.  
*We will contact school if any issues or concerns arise in terms of internet use/online learning/online safety. The staff responsible for this 
are Miss Howard and Mrs Cox. 

Signed (Special Grown-Up):  

(on behalf of myself and my child) 

Date: 
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APPENDIX 
 
Key Stage 2 Pupils and Special Grown-Ups                       Acceptable Use Agreement 
ACCEPTABLE USE OF THE SCHOOL’S ICT SYSTEMS AND INTERNET AGREEMENT FOR PUPILS AND SPECIAL GROWN-UPS 
 

Name of pupil:……………………………………………………………………………………………………………………… 
I will read and follow the rules in the acceptable use agreement policy 

When I use the school’s ICT systems (like iPads) and get onto the internet in school I will: 

 Always use the school’s ICT systems and the internet responsibly and for educational purposes only 

 Only use them when a teacher is present, or with a teacher’s permission 

 Only use my class Google account or individual school Google account to access sites as directed by my teacher. I know that 
this means whilst I am in school and when I am at home 

 Only use my individual school Google account for remote learning purposes as directed by my teacher. I will not use it for 
personal use. 

 Keep my username and passwords safe and not share these with others 

 Keep my private information safe at all times and not give my name, address or telephone number to anyone without the 
permission of my teacher or parent/carer 

 Tell a teacher (or trusted adult) immediately if I find any material which might upset, distress or harm me or others. 

 Always log off or shut down a computer/iPad/app when I’m finished working on it 

 Only open/delete my own files 

 Be responsible for my own behaviour when using IT because I know that these rules are to keep me safe. 

 Understand that my usage is monitored by the school.  

I will not: 

 Access any inappropriate websites including: social networking sites, chat rooms and gaming sites unless my teacher has 
expressly allowed this as part of a learning activity 

 Open any attachments in emails, or follow any links in emails, without first checking with a teacher 

 Bring any devices from home. If I bring a phone, I will hand it to the Office and collect it at the end of the day 

 Use any inappropriate language when communicating online, including in emails 

 Log in to any form of ICT or app using someone else’s details 

 Arrange to meet anyone offline without first consulting my parent/carer, or without adult supervision 

 

I know that my use of IT can be checked and that my special grown-up will be contacted if a member of school staff is 
concerned about my online safety. 

I agree that my image may be used on the school website or class Twitter page and my special grown-up agrees to the terms 
and conditions set out by Twitter. 

I understand that most social networking sites have a minimum age of 13 years old and will tell my special grown-up if I have 
a social network account. 

I agree that the school will monitor my use of ICT systems, email, Google Suite and internet and that there will be 
consequences if I don’t follow the rules. 

Signed (pupil):   Date: 

Dear special grown-up 
 
The use of IT including the internet, e-mail, mobile, social networking, remote and online learning etc. has become a crucial part 
of learning and we want all pupils to be safe and responsible while using these valuable resources.  
 
Please discuss these Online Safety rules with your child and return the slip at the bottom of this page. If you have any concerns 
or would like some explanation please contact Miss Howard or Mrs Cox. 
 
We have discussed this and ……………………………………..........(child’s name) agrees to follow the Online Safety rules and to support 
the safe use of IT at Yarborough Academy. 

         As a parent, I am aware of the benefits as well as risks of online learning and will help my child to stay safe and follow the rules. 

Signed (special grown-up): Date: 
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APPENDIX 
Staff Code of Conduct for ICT / Computing                       Acceptable Use Agreement 

● I understand that it is a criminal offence to knowingly use a school ICT/Computing system for a purpose not permitted by 
its owner.  
● I appreciate that ICT/Computing includes a wide range of systems, including mobile phones, PDAs, digital cameras, email, 
social networking and that ICT/Computing use may also include personal devices when used for school business, in and out of 
school. 
● I understand that school information systems are intended for educational use and not to be used for private purposes 
without specific permission from the head teacher.  
● I understand that my use of school information systems, Internet and email is monitored and recorded to ensure policy 
compliance.  
● I will respect system security and I will not disclose any password or security information to anyone other than an 
authorised system manager.  
● I will not access, copy, remove or otherwise alter any other user’s files, without their express permission. 
● I will ensure that personal data is stored securely using the school’s VPN or Google Drive and I will not copy personal data 
to my own devices.  
● I will ensure that when I take and/or publish images of others I will do so with their permission and in accordance with the 
Online Safety policy and staff code of conduct.  
● Personal equipment must not be used to educate or photograph the children without prior consent from the 
headteacher. 
● I will only use personal devices to take photographs of children when no wireless connections are available. I will remove 
any image from my device immediately after they have been transferred as necessary. 
● Appropriate use of mobile phones is acceptable on educational visits to ensure the safety of the children. 
● I will respect copyright, data protection and intellectual property rights.  
● I will take full responsibility for any academy equipment and treat it as though it were my own.  
● I understand that outside of school hours, academy equipment is not covered by the school’s insurance policy for loss, 
theft or damage. I will report any incidents to the Online Safety lead and I may incur a cost. 
● I will report any incidents of concern regarding children’s safety via the school’s reporting system (CPOMS) and to the 
relevant members of staff in line with the safeguarding and online safety policy.  
● I will ensure that electronic communications with pupils and parents are using the official school systems, compatible with 
my professional role, written in a professional tone and manner, and written so that they cannot be misunderstood or 
misinterpreted.  
● I will promote Online Safety with pupils in my care and will help them to develop a responsible attitude to system use, 
communications and publishing.  
● I will monitor pupil’s use of mobile technology and ensure all use is educational. 
● I understand that any school login must have a strong password that I will change 3 times a year 
● I will report any pupils’ inappropriate use of technology e.g. cyberbullying, accessing social media etc. as per the online 
safety policy. 
● I will not browse, download, upload or distribute any material that could be considered offensive, illegal or discriminatory.  
● I will ensure that my online activity, both in school and outside school, will not bring my professional role into disrepute 
and follow the expectations in the Online Safety policy. 
● I will not give out my own personal details, such as mobile phone number, personal email address, personal social media 
links, to pupils or families.  
● I will immediately report any illegal, inappropriate, or harmful material or incident. 
● I understand this forms part of the terms and conditions set out in my contract of employment.  
● I will ensure that I use a personal Apple ID for my own devices and a school Apple ID (my school email address) for my 
school device. 
● I will ensure that photo sharing is turned off between school and personal devices. 
● I will not use personal electronic devices (including smart watches) in public areas of the academy during school hours, 
except in the staff room. 
● I will ensure appropriate use of Guest Wi-Fi, in line with my professional role and responsibilities in school.  
● Academy equipment that is used outside academy premises, for example laptops/macbooks/ipads, should be in school 
every day and should be returned to the academy when the employee leaves employment or if requested to do so by the 
Headteacher.  
● I understand that if I fail to comply with this Acceptable Use Policy Agreement, I could be subject to disciplinary action.  
This could include a warning, a suspension, referral to Governors and / or the Local Authority and in the event of illegal 
activities the involvement of the police 
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Name: Date: 

I understand that I must use school ICT systems in a responsible way, to ensure that there is no risk to my safety and security of 
the ICT systems and other users. I recognise the value and use of ICT for enhancing learning and will ensure that pupils receive 
opportunities to gain from the use of ICT. I will educate the young people in my care on the safe use of ICT and embed online 
safety in my work with young people. 
  
Members of staff should consult the school’s Online Safety policy and Code of Conduct for further information and clarification.  
I will return school equipment to the academy when requested to do so by the Headteacher.  

Signed:  
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